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UsingUsing RSA RSA forfor digital digital signaturessignatures
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DefinitonDefiniton of ESP and AHof ESP and AH

ESP: ESP: EncapsulationEncapsulation SecuritySecurity PayloadPayload
AH:AH: AuthenticationAuthentication HeaderHeader

BothBoth areare protocolsprotocols of of thethe IPSecIPSec protocolprotocol familyfamily..
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IP SecIP Sec

EnhancesEnhances IP IP byby securitysecurity
ProvidesProvides securesecure datadata communicationcommunication

DataData IntegrityIntegrity
AuthenticationAuthentication
ConfidentialityConfidentiality

Done in the same way 

Done by encryption algorithms
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ESPESP--ProtocolProtocol (Transport Mode)(Transport Mode)

ProvidesProvides authenticationauthentication and and confidentialityconfidentiality
AuthenticationAuthentication isis optionaloptional

TCP DataIP

IP TCP DataESP Auth
Encrypted

Authenticated
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AHAH--ProtocolProtocol (Transport Mode)(Transport Mode)

ProvidesProvides onlyonly authenticationauthentication
((IfIf confidentialityconfidentiality isnisn´́tt necessarynecessary))

TCP DataIP

IP TCP DataAH

Authenticated
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TheThe authenticationauthentication

AuthenticationAuthentication schemesschemes usedused in AH and ESPin AH and ESP
HMAC HMAC ((HashHash basedbased MessageMessage AuthenticationAuthentication Code)Code)

SharedShared secretsecret keykey (k)(k)
HashHash algorithmalgorithm (SHA1, MD5, ...)(SHA1, MD5, ...)

Bob

Alice

Hashalgorithm

I´m Bob!k

I´m Bob!
A3BF434F

k
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AuthenticationAuthentication withwith HMACHMAC

Alice

Hashalgorithm

k

I´m Bob!
A3BF434F

I´m Bob! A3BF434F

A3BF434F

Identically?

Message is from Bob
and hasn´t

been manipulated

Message is not from
Bob, or

has been manipulated

no

yes



15.06.2004 9

Ralf Baier
Internet Security

The use of RSA in ESP and AH

HMAC in HMAC in groupgroup traffictraffic

Bob

Alice

Eve

k

k

k

I´m Bob!
A3BF434F
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Problem Problem withwith HMAC in GTHMAC in GT

Bob

Alice

Eve

k

k

k

I´m Bob!
A3BF434F
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SymmetricSymmetric authentificationauthentification algorithmsalgorithms likelike
HMAC HMAC arenaren´́tt securesecure in in groupgroup traffictraffic..

IPSecIPSec currentlycurrently onlyonly definesdefines symmetricsymmetric
authentificationauthentification algorithmsalgorithms ( ( seesee [RFC2407][RFC2407] [RFC2857][RFC2857] [RFC3566][RFC3566] ))

SHA1HMAC, MD5HMAC...SHA1HMAC, MD5HMAC...

Internet Internet DraftDraft : Brian : Brian WeissWeiss, , CiscoCisco
Systems, Systems, suggestssuggests RSA as RSA as asymmetricasymmetric
algorithmalgorithm in in IPSecIPSec authentificationauthentification
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TheThe RSA RSA AlgorithmAlgorithm
1977 1977 -- RRon on RivestRivest, Adi , Adi SShamir, Leonard hamir, Leonard AAdlemandleman

AsymmetricAsymmetric
Public Public keykey –– private private keykey
No No intellectualintellectual propertyproperty claimsclaims ((expiredexpired on 20thon 20th September 2000)September 2000)

SecuritySecurity isis basedbased on on thethe factorizationfactorization problemproblem of of 
twotwo large primeslarge primes
CommonlyCommonly supportedsupported in in hardwarehardware
SignatureSignature verificationverification relativelyrelatively efficientefficient
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TheThe RSA RSA AlgorithmAlgorithm
ChooseChoose twotwo large primes large primes randomlyrandomly:: p, qp, q
CalculateCalculate thethe modulusmodulus:: n = pn = p·· qq
CalculateCalculate Eulers Eulers PhiPhi functionfunction: : φφ(n(n) = (p) = (p--1)1)·· (q(q--1)1)
ChooseChoose d d randomlyrandomly withwith:: gcdgcd( d, ( d, φφ(n(n) ) = 1) ) = 1
CalculateCalculate thethe inverseinverse e of d in e of d in φφ(n(n): ): e = [ d ] e = [ d ] --11 modmod φφ(n(n))

Private Key:  Private Key:  ( e, n ) ( e, n ) 
Public Key: Public Key: ( d, n )( d, n )

EncryptionEncryption:: c = hc = hee modmod nn
DecryptionDecryption:: h = ch = cdd modmod nn
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RSA RSA signingsigning

Sender Sender createscreates private and private and publicpublic KeyKey

Bob

Alice

EveHashalgorithm

I´m Bob!

A5BC324A

I´m Bob!
A42BF234

RSA
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RSA RSA verificationverification

Alice

Hashalgorithm

A5BC324A

I´m Bob!
A42BF234

I´m Bob!

A42BF234

A5BC324A

RSA

Identically?

Message is
from Bob

and hasn´t
been manipulated

Message is not
from Bob, or

has been
manipulated

yes

no
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RSA RSA SigningSigning//VerificationVerification

Sender Sender signssigns withwith secretsecret uniqueunique keykey
(private (private keykey))
Receivers all Receivers all useuse thethe samesame keykey forfor verificationverification
((publicpublic keykey))
OnlyOnly sendersender cancan produceproduce messagesmessages whichwhich areare
relatedrelated to his to his identityidentity
SpoofingSpoofing identityidentity isis notnot possiblepossible
ManipulatingManipulating packetspackets isis notnot possiblepossible
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PerformancePerformance
RSA RSA usesuses bigbig integersintegers ( up to 2048 ( up to 2048 bitbit ))
VeryVery costlycostly in in termsterms of of processingprocessing timetime
MuchMuch slowerslower thanthan sym. sym. algorithmsalgorithms likelike HMACHMAC
BandwithBandwith isis negativelynegatively effectedeffected, so , so somesome
applicationsapplications withwith high high requirementsrequirements shouldshould notnot
useuse thisthis authenticationauthentication methodmethod..
OverOver time, time, processingprocessing time time decreasesdecreases duedue to to 
fasterfaster processorsprocessors and and hardwarehardware acceleratorsaccelerators..
Causes Causes moremore packet packet fragmentationfragmentation
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PerformancePerformance

MethodMethod isis best best suitedsuited forfor networksnetworks wherewhere::

Sender has substantial Sender has substantial amoutamout of of processingprocessing
powerpower whereaswhereas receiversreceivers areare notnot guaranteedguaranteed to to 
havehave such such powerpower..

NetworkNetwork traffictraffic isis smallsmall enoughenough, , thatthat additional additional 
authenticationauthentication tag tag doesdoes notnot cause packet cause packet 
fragmentationfragmentation
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Performance Performance optimizationoptimization

CommunicationCommunication isis normallynormally donedone in a in a smallsmall
timeframetimeframe
ProcessingProcessing costcost dependsdepends on on sizesize of of modulusmodulus..

For pure For pure authentificationauthentification, , choosechoose primes p, q:primes p, q:
smallersmaller, to , to keepkeep thethe modulosmodulos smallsmall
bigbig enoughenough to to bebe suresure, , thatthat nobodynobody cancan find out find out thethe private private keykey whilewhile thethe
durationduration of of thethe connectionconnection..
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Key ManagementKey Management

MustMust includeinclude modulusmodulus lengthlength in in policypolicy negotiationnegotiation
WhenWhen usingusing groupgroup keykey managementmanagement systemsystem (such (such 
as GDOI), as GDOI), thethe publicpublic keykey shouldshould bebe sentsent as as partpart
of of thethe keykey downloaddownload
IfIf thethe groupgroup has multiple has multiple senderssenders, , thethe publicpublic keykey
of of eacheach sendersender shouldshould bebe sentsent as as partpart of of thethe keykey
download download policypolicy
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AttacksAttacks

ReplayReplay
MessageMessage insertioninsertion
MessageMessage modificationmodification
Man in Man in thethe middlemiddle
DenialDenial of Serviceof Service
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AttacksAttacks

LetLet usus assumeassume thatthat forfor all all thethe attacksattacks, , thethe attackerattacker isis ableable to find to find 
out a out a correctcorrect SPI and SPI and validvalid sequencesequence numbersnumbers!!

Security Associations

Sender IP
SPI 

Other Parameters

AH/ESP Header

...
SPI 

Sequence Number
Authentification Data

SPI: Security Parameter Index
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AttacksAttacks

ReplayReplay

IsIs preventedprevented byby sequencesequence numbersnumbers in in 
thethe AH AH oror ESP ESP HeaderHeader and and thethe correspondingcorresponding
secruitysecruity associationassociation..

SN:1001

I want
SN:2001VerifyingChecking

SN
I want

SN:2002

SN:1002

AliceBob
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AttacksAttacks

MessageMessage InsertionInsertion

InsertedInserted messagesmessages failfail authenticationauthentication and and areare droppeddropped
byby thethe receiverreceiver..

Verify

AcceptedDropped

AliceBob

Eve
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AttacksAttacks

ModificationModification

ModifiedModified MessagesMessages will will failfail authenticationauthentication becausebecause
of of hashvaluehashvalue mismatchmismatch
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AttacksAttacks

Wo(Wo(manman)) in in thethe middlemiddle

Man in Man in thethe middlemiddle couldcould onlyonly produceproduce validvalid packetspackets byby usingusing thethe privat privat keykey

SecureSecure, , ifif publicpublic keykey was was sharedshared in a in a trustedtrusted mannermanner

AliceBob

Eve
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AssymetricAssymetric cryptographiccryptographic algorithmsalgorithms cancan´́tt createcreate trusttrust..
User User isis responsibleresponsible forfor havinghaving trusttrust in a in a publicpublic keykey..
HavingHaving no no authenticationauthentication ist ist betterbetter thanthan trustingtrusting in in 
authenticationauthentication systemsystem withwith unsecureunsecure publicpublic keykey sharingsharing..

Bob

Eve

Alice

I want Bob´s
Public Key
I got Bob´s
Public Key
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AttacksAttacks
DenialDenial of Serviceof Service

RSA RSA usesuses Big Big IntegersIntegers

VerifyingVerifying signaturessignatures consumesconsumes large large amountsamounts of of processingprocessing
timetime

AttackerAttacker cancan useuse thisthis to force to force thethe receiverreceiver to to itit´́ss kneesknees byby
sendingsending manymany packetspackets, , thethe receiverreceiver has to has to verifyverify..

In a In a multicastmulticast groupgroup, , eveneven all all membersmembers receivingreceiving thethe DOS DOS 
packetspackets areare underunder attackattack simultaneouslysimultaneously..



15.06.2004 29

Ralf Baier
Internet Security

The use of RSA in ESP and AH

AttacksAttacks –– DOS DOS countermeassurescountermeassures

Look up the Security Association in the SADB

Check ESP/AH sequence number

???

Verify digital RSA Signature
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WrappingWrapping anotheranother AH packet AH packet aroundaround thethe IPSecIPSec
packet, packet, usingusing HMACHMAC

UsingUsing secretsecret keykey k k whichwhich all all membersmembers of of thethe groupgroup knowknow

IP AH

IP TCP DataAHIP TCP DataAH

Hashalgorithm

k
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AttacksAttacks –– DOS DOS countermeassurescountermeassures

Look up the Security Association in the SADB

Check ESP/AH sequence number

Check outer AH packet with group key k

Verify digital RSA Signature
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ConclusionConclusion

No No groupgroup traffictraffic authenticationauthentication//datadata integrityintegrity in in IPSecIPSec in in itit´́ss
currentcurrent versionversion
RSA RSA isis a good way to a good way to enhanceenhance IPSecIPSec byby thisthis featurefeature
RSA RSA isis slowslow and so and so negativelynegatively effectseffects performanceperformance
ItIt resistsresists mostmost commoncommon attacksattacks
Public Public keyskeys mustmust bebe transmittedtransmitted in a in a trustedtrusted mannermanner!!!!!!

ImplementationsImplementations shouldshould taketake carecare of DOS of DOS attacksattacks
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ThankThank youyou forfor havinghaving usus

AliceBob

Eve

Ralf


